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THONG TIN BAI BAO TOM TAT

Ngay nhan: 08/03/2026 Bai béo niy giai quyét cac thach thic cét 15i cia hé thong dinh danh sinh tric hoc
hién dai: giéi han vé kha ning nim bt ngit canh toan cuc ciia mang CNN truyén
thdng, su gia tang cia cac cudc tin cong gia mao va nguy co o ri dit liéu nhay cam.

Ngay hoan thién: ~ 23/03/2026

Ngay chip nhan:  24/03/2026 Chiing toi dé xuat mot kién tric hé thong bao mat cao, tich hop Swin Transformer
Ngay dang: 15/04/2026 dé trich xuét def{c trung khudén mat, YOLOvS cho phat hi?n d‘éi tlrro“ng toc do cao va

MiniFASNet d€ ngan chin gia mao dua trén phan tich mién tan s6 Fourier. DPac biét,
TU KHOA nghién ctru chu trong tinh riéng tu théng qua viéc trién khai co ché ma hoa AES-256

cho vector dac trung sinh trac hoc. M6 hinh dugc huan luyén theo chién lugc chuyén
Swin Transformer; giao tri thire (Transfer Learning) véi co ché dong biang backbone (Frozen Backbone)
Ma héa AES-256; trén tap dir liéu VGGFace2 va kiém tht trén dir lidu thue té. Két qua thyc nghiém
Dinh danh sinh tric hoc; cho thiy hé thdng dat chi s6 AUC 1a 0.794, d6 chinh xac chdng gia mao 96.5% va
Chéng gia mao; toc do xir 1y thoi gian thuce x4p xi 36ms/khudn mit trén phan ctig phd thong. Nghién
YOLOVS; ctru chimg minh tinh kha thi cta viéc két hop kién triic Vision Transformer tién tién
MiniFASNet. va co ché bao mat manh mé trén tai nguyén tinh toan han ché.
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Integrating Swin Transformer and AES-256 encryption for a High-security biometric identification

1. INTRODUCTION

In the era of digital transformation, biometric
authentication plays a pivotal role in information security
and digital identity management. Compared to traditional
methods such as passwords or magnetic cards, facial
recognition has emerged as a superior solution due to its
convenience, touchless nature, and seamless integration
into real-time surveillance systems. However, the rapid
proliferation of facial recognition applications presents
three major challenges for contemporary systems: (1)
limitations in accuracy and generalization of traditional
Convolutional Neural Networks (CNNs) in complex
environments; (2) the increasing sophistication of spoofing
attacks; and (3) the risk of leaking sensitive biometric
feature data.

Regarding object detection-the foundational step in any
recognition pipeline-real-time processing speed is of
paramount importance. While older two-stage detectors
offer high accuracy, they often suffer from significant
latency [2]. To address this, one-stage detection
architectures such as You Only Look Once (YOLO) have
become the new industry standard. Specifically, the
YOLOvV8 version, with its anchor-free architecture, has
demonstrated an exceptional balance between speed and
accuracy, providing a robust foundation for subsequent
processing stages [1].

However, the core challenge lies in the feature extraction
stage. Over the past decade, CNN architectures such as
ResNet, VGG, or MobileNet have dominated this field.
Despite their high performance, CNNs operate based on
local convolution operations, leading to an inherent
limitation in the receptive field. This makes it difficult for
models to capture global context and long-range
dependencies across the face, particularly when subjects
are partially occluded, undergo viewpoint changes, or are
subject to extreme lighting conditions [4].

To overcome these limitations, the ViT (Vision
Transformer) was introduced as a promising alternative,
applying the Self-Attention mechanism to model
relationships between image regions regardless of spatial
distance. Recent comparative studies have indicated that
ViTs outperform CNNs in terms of robustness and
generalization [4]. However, the quadratic computational
cost of global attention in ViTs remains a significant barrier
to practical deployment. In this context, the Swin
Transformer has emerged as a breakthrough solution. By
restricting attention computation to non-overlapping local
windows and utilizing a Shifted Windowing mechanism,
the Swin Transformer not only reduces computational
complexity to linear but also maintains the ability to learn
global features through cross-window connections [5]. The
efficacy of the Swin Transformer has been validated in
various advanced biometric systems, such as iris
recognition [5] and multimodal authentication [6], [7].

In addition to accuracy, system security is a vital factor.
Facial recognition systems based on 2D (RGB) imagery are
highly vulnerable to presentation attacks using printed
photos or video replays. Traditional texture-based anti-
spoofing methods are often ineffective against high-

resolution screens. Therefore, the integration of Fourier
frequency domain analysis models, such as MiniFASNet,
is essential. Based on the principle that recaptured images
often lose high-frequency information and contain
anomalous noise, Fourier spectrum analysis allows for the
accurate differentiation between live subjects and spoofing
artifacts [3].

Finally, the security of feature embeddings is often
overlooked in many studies that focus purely on accuracy.
A facial feature vector is immutable data; if leaked, users
face the risk of permanent identity loss. To address this
issue, the application of robust encryption mechanisms is
mandatory. The research by Nagaraju et al. [§] emphasizes
the importance of combining biometrics with
cryptography. In this context, the AES-256 is considered a
reliable solution to ensure the confidentiality and integrity
of stored data, preventing unauthorized access attacks on
the database [8].

Based on the aforementioned analysis, this paper
proposes a high-security biometric identification system
that integrates the power of Swin Transformer for feature
extraction, YOLOvVS8 for  high-speed detection,
MiniFASNet for active anti-spoofing, and AES-256 for
data security. The main contributions of this research
include: Part 1 proposes an optimized pipeline architecture,
replacing traditional CNNs with Swin Transformer using
an efficient Transfer Learning strategy; Part 2 presents the
integration of an anti-spoofing mechanism based on
frequency spectrum analysis, enhancing defense
capabilities against 2D attacks; Part 3 describes the
implementation of the AES-256 encryption process for
feature vectors, ensuring user privacy; Part 4 provides
comprehensive experimental evaluation conclusions on
real-world datasets, demonstrating the feasibility of the
system on constrained hardware devices.

2. RELATED WORKS

The development of biometric identification systems has
evolved through multiple stages, from traditional image
processing methods to modern deep learning models. This
section provides an overview of prominent studies related
to the three main aspects of the topic: Facial Recognition
with Deep Learning, Anti-spoofing, and Biometric Data
Security.

2.1. The Shift from CNN to Vision Transformer in
Facial Recognition

Over the past decade, CNNs with representative
architectures such as ResNet, VGG, MobileNet, and
Inception have become the benchmark for computer vision
tasks [4]. These models operate based on local convolution
filters, extracting features through multiple layers to
recognize objects. However, an inherent limitation of
CNNs is the restricted receptive field, which makes it
difficult for them to capture global context relationships of
the face, especially under conditions of occlusion or
significant changes in viewpoint [4].

Recently, the emergence of the ViT has marked a major
turning point. Unlike CNNs, ViT divides an image into
patches and utilizes a Self-Attention mechanism to model
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the relationships between these patches, regardless of
spatial distance [3]. Experimental comparative studies
show that ViT outperforms CNNs in terms of accuracy and
robustness in complex facial recognition tasks [4].

To overcome the drawback of high computational costs
associated with ViT, the Swin Transformer architecture
was introduced. Swin Transformer limits attention
computation to local windows and employs a shifted
window mechanism to create cross-connections between
regions [5]. This architecture has proven effective not only
in facial recognition but also in other biometric systems
such as iris recognition [5] and multimodal authentication
[71.

2.2. Object Detection and Anti-spoofing

Regarding the face detection problem, one-stage
detectors such as the YOLO model family have gradually
replaced older two-stage methods (R-CNN) due to their
superior advantages in real-time processing speed [2].
YOLOVS, the latest version, significantly improves the
detection of small and occluded objects thanks to its
anchor-free architecture and optimized loss functions [1].

In terms of security, anti-spoofing techniques have
evolved from simple texture analysis (LBP, HOG) to using
Deep Learning for multimodal analysis (RGB-Depth-IR)
[3]. Among these, Fourier frequency domain analysis
methods (such as MiniFASNet) are highly regarded for
their ability to detect high-frequency artifacts that appear in
print or screen-based attacks [3], without requiring
expensive depth camera hardware.

2.3. Biometric Feature Data Security

The issue of privacy protection in biometric systems is
receiving increasing attention. Storing raw feature vectors
(raw embeddings) directly poses an inherent risk of leaking
a user's immutable identity information. Recent studies
have proposed integrating cryptographic mechanisms into
biometric systems [8].

Among these, the AES is currently considered the most
reliable solution. Research by Nagaraju et al. [8] has
indicated that combining biometric key generation with a
multi-round AES cryptosystem enhances security, ensuring
the confidentiality and integrity of data even in the event of
a database breach.

3. Proposed Method
3.1 General System Architecture

Based on the analysis of the limitations of traditional
CNNs in capturing global context and the challenges
regarding biometric data security, this study proposes a
multi-tier integrated system architecture. This approach
combines the power of Swin Transformer for feature
extraction, YOLOv8 for high-speed object detection,
MiniFASNet for anti-spoofing, and the AES-256
encryption mechanism for privacy protection.

The system is designed as a sequential processing
pipeline, ensuring real-time performance and high

accuracy. The data flow is processed through four main
stages:

1. Acquisition & Detection: Utilizing YOLOVS to locate
faces from the video stream.

2. Liveness Detection: Employing MiniFASNet to
analyze the frequency spectrum and eliminate
presentation attacks.

3. Feature Extraction: Using Swin Transformer Tiny to
convert facial images into feature vectors (embeddings).

4. Security & Matching: Encrypting the vectors with

AES-256 before storage and performing matching using the
Cosine Similarity metric.
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Figure 1. General Architecture Diagram
3.2. Face Detection with YOLOVS8 (Face Detection)

In modern computer vision systems, accurate object
detection is a critical prerequisite for subsequent processing
stages [1]. Instead of employing legacy methods such as
Haar Cascade or MTCNN, which often struggle with
significant tilt angles, this research utilizes YOLOVS.

YOLOvVS implements an Anchor-free mechanism and a
Decoupled Head architecture, allowing for the separation
of classification tasks and bounding box regression. This
enables the model to achieve an optimal balance between
speed and accuracy. It is particularly effective for
detecting faces across various scales and lighting
conditions, effectively overcoming the latency limitations
inherent in two-stage detectors.

3.3. Anti-Spoofing Based on Spectral Analysis

With the rise of sophisticated spoofing techniques,
methods relying solely on pure visual features (RGB) are
no longer sufficient. This research integrates the
MiniFASNet model, which operates based on Fourier
Frequency Domain analysis. Recent studies on multimodal
facial anti-spoofing have indicated that spoofed images
(from screens or printed photos) typically suffer from a loss
of information in high-frequency bands and exhibit
anomalous noise (such as Moir¢ patterns) compared to real
images. MiniFASNet leverages these differences to classify
subjects as Live or Spoof with low latency [3]. This
component serves as the initial protective layer for the
system

3.4. Feature Extraction with Swin Transformer

This is the core component of the system. While
traditional CNN architectures (such as ResNet
andEfficientNet) are limited by local receptive fields, (ViT)
and specifically the Swin Transformer-have demonstrated
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superior capabilities in capturing global context and
maintaining robustness against facial variations [4], such as
occlusions or changes in viewpoint.

Shifted Window Mechanism: The Swin Transformer
addresses the computational overhead of the original ViT
by restricting the Self-attention mechanism to non-
overlapping local windows, combined with a shifted
window operation between successive layers.

* W-MSA (Window-based Multi-head Self-Attention):
Reduces computational complexity from quadratic to linear
relative to the image size [5].

* SW-MSA (Shifted Window-based Multi-head Self-
Attention):  Facilitates  cross-connections  between
windows, allowing the model to learn global features while
maintaining computational efficiency [6].

Extensive comparative experiments have indicated that
Vision Transformers not only achieve higher accuracy than
CNNs in facial recognition tasks but also exhibit better
generalization across diverse datasets [4]. Integrating the
Swin Transformer into unimodal or multimodal biometric
systems is currently a cutting-edge research trend to
enhance system reliability [7].

3.5. Data Security with AES-256

To address the issue of biometric data leakage [8], the
system does not store feature vectors in plain text. Instead,
the AES-256 symmetric encryption algorithm is applied.
Key generation and management are pivotal factors in
ensuring the security of the cryptographic system. In the
proposed model, the 512-dimensional feature vector
extracted is encrypted using AES-256 in CBC (Cipher
Block Chaining) mode with a random Initialization Vector
(IV). This method ensures that even if the same face is
scanned multiple times, the resulting ciphertext will always
be different, effectively preventing replay attacks and

pattern analysis.
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Figure 2. Feature Encryption Process and Decryption Process
4. EXPERIMENTS AND RESULTS

To evaluate the effectiveness of the proposed system,
experiments were conducted to measure three factors:
recognition accuracy, anti-spoofing capability, and real-
world processing speed.

4.1. Datasets

The study employs a multi-source data combination
strategy to ensure the model possesses both generalization
capabilities and adaptability to specific environments:

* VGGFace2 (Subset): A subset consisting of 197,699
images of 540 identities was used for pre-training. This data
provides significant diversity in poses and ages.

» Self-collected Face Dataset: A dataset manually
collected from 120 students and faculty members,
containing approximately 500 images. This dataset was
split at an 80:20 ratio for fine-tuning and real-world testing,
respectively.

* LFW (Labeled Faces in the Wild): Utilized as a
benchmark to compare the model's authentication
performance against other studies.

4.2. Implementation Details

The experimental process was divided into two distinct
phases with different hardware configurations, simulating
a real-world deployment workflow from the Cloud down to
Edge Devices.

Training Environment: The training process for the Swin
Transformer model requires substantial computational
resources and was therefore conducted on a cloud platform
with data center-grade GPUs.

» Hardware: NVIDIA Tesla T4 GPU (16GB Vram),
Intel Xeon CPU (2 vCPUs), 25GB RAM.

 Setup: The model was trained for 15 epochs with a
batch size of 128. A "Frozen Backbone" strategy was
applied: deep feature layers were frozen, and only the final
classification layer was trained using CrossEntropy loss,
utilizing the AdamW optimizer with an initial learning rate
of le-4.

Inference and Deployment Environment: To evaluate
real-time operational capability under practical conditions,
the system was deployed on a mid-range personal
computer.

» Hardware: GPU NVIDIA GeForce RTX 3050 (4GB
VRAM), CPU Intel Core i5 Gen 11.

* Software: The system is built on Python 3.10, using the
PyTorch 2.0 library and the ONNX Runtime to speed up
inference.

4.3. Experimental Results
4.3.1. Recognition Performance

The Swin Transformer (Tiny) model, after the Transfer
Learning process, was evaluated on the LFW benchmark
and the self-collected Face Dataset. Results are presented
through the Receiver Operating Characteristic (ROC) curve
and the Area Under Curve (AUC) index.

* On the LFW dataset: The model achieved an AUC of
0.794. Although this is lower than State-Of-The-Art
(SOTA) models that undergo full fine-tuning on millions of
images (such as ArcFace, which reaches > 99%), this result
is noteworthy for a Frozen Backbone strategy on a limited
dataset [4]. It demonstrates that the Swin Transformer
architecture is capable of learning facial features rapidly
and effectively.

* On the self-collected Face Dataset: at the optimal
threshold setting of 0.31, the system achieved an
identification accuracy of approximately 85%. T-SNE
clustering diagrams show that feature vectors of the same
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identity exhibit distinct clustering, separated from other
identities, confirming the feature extraction efficacy of the
Shifted Windows mechanism.

4.3.2. Anti-Spoofing Performance Evaluation (Anti-
Spoofing Results)

The MiniFASNet model was tested against common
spoofing attack scenarios, including Print Attacks and
smartphone Replay Attacks.

* Results: The system accurately detected 96.5% of
smartphone screen spoofing cases by analyzing the loss of
high-frequency information in the Fourier spectrum.

* Advantages: Compared to traditional texture-based
methods (such as LBP) [3], MiniFASNet is less affected
by environmental lighting conditions and does not require
user interaction (Passive Detection).

4.3.3. Inference Speed Evaluation

Speed is a key factor for user experience. Testing on an
NVIDIA RTX 3050 GPU with an HD (720p) video stream
revealed the average latency of the entire processing
pipeline.

Table 1. Average processing time per stage on RTX 3050

Stage Model / Time
Algorithm (ms)

YOLOv8n
MiniFASNetV2 ~4 ms

Face Detection ~12 ms

Anti-spoofing

Feature Extraction Swin Transformer ~15 ms
Tiny
Encryption & AES-256 + ~5 ms
Matching Cosine
TOTAL ~36 ms

The total processing time is approximately 36ms per
face, which is equivalent to a speed of ~27 frames per
second (FPS). This result confirms that the system fully
meets real-time requirements on consumer-grade hardware,
outperforming heavy CNN architectures or legacy two-
stage detection methods [2].

5. CONCLUSION

This paper proposes a high-security biometric
identification system that integrates Swin Transformer for
robust facial feature extraction, YOLOvV8 for fast face
detection, MiniFASNet for anti-spoofing based on Fourier
frequency domain analysis, and AES-256 encryption to
protect biometric feature vectors.

By employing a transfer learning strategy with a Frozen
Backbone on the VGGFace2 dataset, the Vision
Transformer architecture with the Shifted Windows

mechanism demonstrates strong capability in capturing
global context and long-range dependencies, even when
trained on limited data. Experimental results on the LFW
benchmark show an AUC of 0.794, while the system
achieves 96.5% accuracy in detecting spoofing attacks
(print and screen replay). The complete pipeline runs in real
time at approximately 36 ms per face on consumer-grade
hardware (NVIDIA RTX 3050), confirming its practical
deployability without requiring high-end servers.

The integration of MiniFASNet and AES-256 effectively
mitigates both presentation attacks and data leakage risks,
ensuring confidentiality and integrity of user biometric
information. This research validates the feasibility of
deploying advanced Vision Transformer models combined
with strong cryptographic protection on resource-
constrained devices.

Future work will focus on full fine-tuning of the Swin
Transformer, expanding the self-collected dataset, and
further optimizing the system for mobile and edge devices
to approach state-of-the-art accuracy while maintaining
real-time performance.
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