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1. INTRODUCTION

The COVID-19 pandemic has accelerated the global
shift in higher education from traditional to blended and
online models [1, 2]. In Vietnam, this transition is driven
by Decision 749/Qb-TTg, emphasizing digital
transformation to promote inclusive education amid
persistent digital divides [3].

Traditional physical computer labs expose critical
limitations in this new landscape: high initial hardware
investment and maintenance costs, spatial constraints
limiting student numbers, and restricted access during
office hours only [3]. A 2023 UNESCO report indicates
that while 90% of Vietnamese schools have internet
connectivity, a substantial digital divide persists in access
to high-quality devices across regions and socioeconomic
groups [5]. Many students lack personal computers
powerful enough for resource-intensive simulations like
CAD software, advanced IDEs, or virtual machines,
exacerbating learning inequalities [2, 6].

In this context, "Remote Labs"—virtual environments
for remote experimentation—emerge as a viable
alternative. However, commercial solutions like
TeamViewer, AnyDesk, or VPNs fall short for
educational use: they demand client-side installations,
incur steep licensing fees, and lack pedagogical features
such as scheduling, real-time monitoring, or integration
with learning management systems (LMS) [7, 8]. Drawing
on these insights, this study investigates and develops a
Remote Labs system based on a clientless remote desktop
gateway, addressing the core challenge: delivering high-
quality, 24/7 practice environments without user-side
hardware demands, at minimal cost, and with centralized
management for Vietnamese universities.

The research pursues four specific objectives. First,
construct a system architecture using open-source Apache
Guacamole to enable HTMLS5 browser access, eliminating
plugins or client software. Second, automate business
processes across the session lifecycle—from registration
and payment to resource provisioning, monitoring, and
deprovisioning [8]. Third, refine RDP and VNC protocol
parameters for low latency suited to Vietnam's network
conditions. Fourth, validate effectiveness through
technical metrics (bandwidth, system resources) and user
feedback via the System Usability Scale (SUS).

The study targets remote desktop technologies (RDP,
VNC, SSH protocols), clientless gateway architectures,
and user behaviors in online labs. Its scope encompasses
IT practices like programming, network administration,
and cybersecurity on Windows/Linux platforms within
campus networks connected to public internet. Emphasis
lies on software techniques and user experience, excluding

in-depth physical IoT/embedded hardware design, though
the system supports such extensions [4, 7].

A mixed-methods approach guides the inquiry:
theoretical synthesis comparing RDP, VNC, SSH, and
Guacamole architectures; experimental prototyping via
Agile/Scrum with Node.js, Nuxt 3, PostgreSQL, and
Docker; and quantitative assessment of performance
(CPU, RAM, bandwidth using Prometheus/Grafana)
alongside SUS for usability [9].

Scientifically, this work enriches knowledge on
virtualization and remote desktops in education, proposing
a low-cost lab model as a reference. Practically, it offers a
ready-to-deploy technology for institutions, alleviating
infrastructure  shortages, enhancing remote training
quality, and advancing educational equity in the digital era
[2, 5].

The main contribution of this study lies in the practical
integration and automation of open-source tools to solve
resource shortages in developing regions. Specifically, the
paper's key contributions are: (1) Designing an automated,
end-to-end workflow (booking, payment, dynamic
provisioning) tailored for educational environments; (2)
Implementing a Dynamic Credential Provisioning
mechanism for enhanced security without the need for
complex directory services; and (3) Providing empirical
performance evaluations comparing RDP and VNC
protocols over Vietnam's internet infrastructure.

2. RELATED WORK

Research on remote laboratories has evolved from
hardware control via proprietary protocols with security
vulnerabilities [3] to web-based HTMLS5 solutions [11].
Virtual labs replicate physical experiments, promoting
experiential learning and addressing resource constraints
[12], occasionally integrating Al for personalized
collaborative feedback [10]. Reviews indicate these labs
predominantly support STEM fields wusing 2D
synchronous interfaces [13]. Communication tools build
common ground, though guidance mechanisms remain
underrepresented [14]. Qualitative evaluations frequently
report positive learning outcomes [11, 14], and hybrid
models address pandemic-induced shifts by enhancing
self-regulation [15].

In Vietnam, remote labs typically target subjects like
automation using VPNs [16]. Post-COVID digitalization
policies [2] confront device access inequalities despite
90% internet connectivity [5]. Recent studies highlight
infrastructure and skill barriers to adoption [4, 17].
Comprehensive Remote Laboratory Management Systems
(RLMS) with automated booking and payment remain
scarce, a gap this study addresses via scalable, clientless
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solutions [4, 17]. Table 1 compares these remote access
approaches.

Table 1. Comparison of remote access solutions in

education
Criterion TeamViewer VPN Remote Lab
/ AnyDesk (Virtual (Apache
Private Guacamole)
Network)

Installation Requires Needs client  Clientless,
agent on both and complex  browser-only
client & host  configuration

Security Relies on Exposes Isolates via
third-party internal proxy, no direct
measures networks if host access

client
compromised

Cost High for Hardware Low, open-
commercial gateway and  source with
licenses licensing server

fees infrastructure

Performance  Optimized Tunneling Matches

for WAN overhead RDP/VNC
internally,
gateway-
dependent

Management Limited API  Network Deep REST
integration access only, API for

no session sessions,
control recording,
permissions

This comparison reveals Guacamole's superiority in
scalability and network isolation via open-source code [7,
8]. Outperforming VPNs and agent-based tools (e.g.,
TeamViewer), it enables installation-free browser access,
aligning with web-based lab trends [14].

Clientless nature: Browsers receive display data directly
via HTMLS5 canvas without understanding native
protocols, eliminating the need for client-side plugins
[18],[19], supporting diverse protocols: RDP is highly
efficient as it transmits high-level graphics primitives
(drawing commands), making it suitable for low-
bandwidth environments. In contrast, VNC via the RFB
protocol transmits raw pixel rectangles, making it highly
bandwidth-intensive and sensitive to latency, especially
during multimedia playback [20], [21].

Serving as an HTMLS gateway, Apache Guacamole
optimizes canvas drawing and translates native RDP/VNC
to the Guacamole Protocol via the guacd daemon[18]. Its
clientless nature delivers display data without browser
plugins [19, 25], enabling seamless educational
integration to address existing accessibility gaps [10, 11].

3. METHODOLOGY

Developing clientless remote labs requires a structured
methodology to address accessibility and equity in higher
education. This section details the approach, drawing from

recent studies on educational technology prototyping.

Remote Lab System

Register/ Login e,
Schedule Booking
<cincludes”

Machine Management )}

@ ....

Figure 1. Use Case Diagram illustrating student and
admin interactions

3.1. Requirement Analysis

The system serves students and administrators with
specific needs [8]. Students register via email, view
machine status (available/busy), book slots, pay through
online gateways if required, and access labs directly in
browsers without setup. Administrators manage machines
(add, edit, delete, maintain), monitor active sessions,
disconnect violations or overtime, and generate
usage/revenue reports.

Figure 1 illustrates the use case diagram, showing
interactions between actors and system functions.

3.2. System Architecture Design

A 3-tier architecture integrates microservices for
flexibility.

Presentation Layer (Frontend): Built on Nuxt 3 (Vue.js
framework), running on port 3000. Responsive interfaces
use TailwindCSS. Functions include dashboards,
registration forms, and Guacamole client integration via
guacamole-common-js.

Application Layer (Backend): Express.js on Node.js,
port 8000. Provides RESTful APIs for frontend, interacts
with Guacamole REST API, handles PayOS payment
logic, and runs cron jobs for session lifecycle
management.

Data Layer (Database): PostgreSQL on Supabase
Cloud. Manages user data, workstations, booking history.
Knex.js serves as query builder for secure DB
interactions.
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Service Layer (Remote Gateway): Apache Guacamole
server (guacd + Tomcat) acts as proxy, connecting to
physical/virtual labs via RDP/VNC, streaming visuals to
frontend.

3.2.1. Database Design

Databases are normalized for data integrity. Table 2
describes key tables:

Table 2. Detailed description of the database tables

Table Name Role Key Columns Relations
users Account id (PK, nanoid), Parent
managem username, email table, 1-1
ent (Unique), password with
(berypt hash), role students
(student/admin)
students Student id (PK), email (FK Holds
info users), full name, training
phone, course_id details
lab_machines Workstati  id (PK), Manages
on list guac_identifier hardware
(Guacamole status
connection ID),
name, status
(AVAILABLE/BOO
KED), ip_address
booking sess Booking  id (PK), user email Central
ions sessions (FK), machine_id link
(FK), between
guac_username, users and
guac_password, machines,
start_time, end time,  stores
status temporary
credential
S
payments Transacti  id (PK), order code Tracks
ons (Unique PayOS), payments
amount, status, for
payos_response reconciliat
ion

Figure 2 shows the ER diagram, depicting relationships
like 1:N from users to booking_sessions.

4 i 1 N
users FO————O0- students payments
1
N
: - dit chd s
booking_sessions S = i lab_machines

Figure 2. ER Diagram Description

3.2.2. UI Design

Interfaces follow minimalism to prioritize user
experience [26]. Home page includes introduction and
login/registration. Student dashboard features calendar
views for available slots, with "Connect Now" buttons
active only during booked times. Remote console
maximizes screen space for desktops, with hidden toolbars
for virtual keyboards or file uploads via Guacamole
features [18]

3.2.3. System Implementation

Deployed on Ubuntu 22.04 LTS. Technologies: Node.js
v18.x for backend runtime; Apache Guacamole v1.6.0 for
gateway; PostgreSQL vI5.x for data; Docker
containerizes guacd [18]. Backend libraries: express,
knex, node-schedule, beryptjs, jsonwebtoken, axios for
API calls.

Registration & Payment Module

Integrates PayOS for automated account creation.
Workflow: User submits form; backend creates PayOS
link; user scans QR; PayOS webhooks to backend,;
verifies checksum; inserts user in DB; sends confirmation
email (Figure 3).

')

IPayOS Gatswayj Data;ﬁ:[DE] Email Service

Frontend
(Web/App)

User IEacksnd Servsr|

1 1 fillRegistratian Form H
11 g submit :

2 Send Registration
Request

Call API Create
Payment Link

3

Retum Payment Link /
L forcae

5 Return QR Code Info

| g Display Payment QR
Code

1 3 Scan GR & Make
| Payment

g Webhaok (Notify
' Payment Result)

o Veriy Signature
(Checksum)

le

Create New User
10 (incert)

11 Confirm Creation | ‘

12 Request Notification
Email

|13 Send Email to User ! H ‘ |

14 Webhook Response
(HTTP 200 OK)

Frontend IEackend 5ervsr|

User
\ (Web/App)

Ivayosaateway} Da"’“"ém' Email Service

R

Figure 3. Payment process Diagram
Provisioning Module & Security Mechanisms

To ensure strict security without relying on complex,
static directory services like LDAP, the system employs a
"Dynamic Credential Provisioning" mechanism. It
generates temporary, randomized Guacamole credentials
via REST APIs just-in-time when a student books a slot.
To prevent unauthorized access or token sharing, the
system issues short-lived authentication tokens tightly
mapped to the active session ID. Furthermore, the
backend enforces IP-binding by verifying that the client IP
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requesting the WebSocket tunnel strictly matches the 1P
used during the booking process. Once provisioned, the
machine status is locked to "BOOKED" to prevent race
conditions see Figure 4.

Deprovisioning Module

A background cron job (implemented via node-
schedule) runs every minute to query the database for
sessions where the end time has passed. For each expired
session, the system automatically invokes the Guacamole
API to terminate the active connection and permanently
delete the temporary user credentials. Simultaneously, the
database updates the machine status back to
"AVAILABLE" and marks the session as "EXPIRED."
This ensures strict time-based access control and
immediately frees up resources for the next user. This
simplifies user interaction, handling RDP complexities
internally [19].

Frontend Integration

Instead of native client software, the Vue.js/Nuxt
frontend utilizes the guacamole-common-js library. It
establishes an HTTP/WebSocket tunnel using the
generated token and machine ID, rendering the remote
desktop directly onto an HTMLS5 canvas element
(Guacamole.Client). This handles all keyboard and mouse
event abstractions natively within the browser.

Stuqsnl Backend API
I P | |

L POST |
1 * Japifguac/booking H’I |
| I

Database (DB) I Guacallnnle AP ] I Email ISE“‘”CE

Resource Locking /J
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2 Machine & Updateto |
BOOKED i
.

e (89 10).

f
Create Virtual User (Dynamic Credential) __J

|
|
|
|
|
|
| 3 Return Machine ID H
|
|
|
|
|
|

T 7
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T
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|
| |
' Permission Isolation (Patching) _J
1 PATCH
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|
|
|
|
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1
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1
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:
1
1
1
1
:
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1
1
leB3aved ;
Trigger Email with '
1

10 1 ogin In

1 Send Notification
Email

i |
Student Backend API Database (DB)

l Guacamole APl ] l Email Service ]

Figure 4. Automated resource allocation process Diagram.
4. RESULTS

In our pilot with 30 students, we observed that SUS
responses varied by network quality, with rural
participants reporting slightly lower scores (SD = 8.2),
highlighting the need for further optimization. Pilot testing
in educational technology frequently involves small-scale
deployments to measure performance and usability, as
seen in recent virtual lab studies. Bandwidth and latency

metrics provide insights into real-world applicability,
while SUS offers standardized user feedback.

-
-

REMOTE LAB
Thuc hanh

tu §n ‘\.r

Figure 5. The system's website interface
4.1. System Demo

The system underwent pilot testing in a simulated lab
with 20 Virtual Machines (VMs) hosted on an on-premise
hypervisor—10 running Windows 10 and 10 on Ubuntu
Desktop. User interfaces functioned reliably, allowing
students to log in, view machine lists and statuses
(available/busy), book slots, and connect in under 2
seconds via the "Connect" button. Remote desktops
displayed fully, supporting bidirectional copy-paste text
through clipboard redirection, enhancing practical tasks
like coding or document editing [7].

4.2. Performance Evaluation

To ensure statistical reliability, each experimental
scenario (text-based and multimedia) was repeated 10
times under uniform testing conditions using standard 4G
and household Wi-Fi clients connecting to the on-premise
server. Results are reported as Mean + Standard Deviation
(SD).

Table 3. Results of bandwidth consumption measurement (10
repetitions/scenario)

Average

K Performance
Scenario  Protocol Bandwidth Gap (RDP vs Remarks
(Mean + VNC)
SD)
Low,
suitable for
Text 125+ 15 ~65% less 3G/4G;
Editing / RDP Kb bandwidth than ~ RDP sends
Coding ps VNC graphics
commands
only
Higher due
Text -
Editing / VNC 3%({)13:& 45 Baseline to glxel' 1
Coding ps updates; less
efficient
Spikes from
YouTube 32405 ~40% less constant
Video RDP .Mb s. bandwidth than  screen
(480p) P VNC changes;
manageable
Severe lag;
Guacamole's
YouTube
Video VNC S&t 0.8 Baseline JPEG .
(480p) pS compression
strains
performance
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The underlying architectural difference explains this
performance gap: RDP is highly efficient as it transmits
high-level graphics primitives (drawing commands),
whereas VNC (via RFB protocol) transmits raw pixel
rectangles, making it highly bandwidth-intensive and
latency-sensitive. Furthermore, stress testing revealed that
the theoretical bottleneck of the Guacamole Gateway
(guacd) lies in the CPU rather than RAM. This is due to
the heavy computational overhead required for real-time
image compression (re-encoding VNC/RDP frames into
WebP/JPEG for the browser) and TLS/SSL encryption.
RAM usage remained relatively low and stable per
connection.

The system excelled in core learning activities
(programming, network configuration, Office software),
requiring under 200 Kbps—fitting household internet in
Vietnam [5] Latency ranged from 30-80 ms, fully
acceptable for mouse/keyboard operations, as levels below
150 ms meet RDP standards without noticeable delays
[20].

4.3. User Survey - SUS

Usability was quantified using the System Usability
Scale (SUS) on 30 participating students. Results yielded
an average score of 76.5/100, corresponding to "Good"
usability and a B-grade rating. This exceeds the industry
benchmark of 68, indicating the clientless design and
streamlined processes reduced technical barriers
effectively [23].

Qualitative feedback highlighted strengths: easy access
without complex VPN setups.
Drawbacks included blocked system shortcuts (e.g.,
Alt+Tab by browsers) and suboptimal video smoothness
on remote machines [24].

anytime/anywhere

Table 4. The pilot aligned closely with goals.

Objective Achievement Assessment
24/7 Clientless  Achieved; browser-based Success
Access (Chrome/Edge/Firefox)

Automated Achieved; full booking/ Success
Provisioning provisioning automation

Equity Achieved; time limits and Success
Assurance auto-kick mechanisms

Stable Achieved for learning tasks; Acceptable
Performance limited for multimedia

These outcomes validate the system's readiness for
broader deployment in non-graphics-intensive courses [9].

5. DISCUSSION

Our clientless remote lab system effectively addresses
post-COVID educational shifts by enabling browser-based
access, thereby promoting equity in resource-constrained
Vietnamese universities [2, 5]. Pilot results show low

resource demands suit Vietnam's infrastructure, with SUS
feedback highlighting user-friendly design. However,
multimedia and shortcut issues suggest needs for protocol
enhancements.

Pilot Implementation Insights

The 20-VM setup (10 Windows, 10 Ubuntu)
demonstrated reliable interfaces: logins, bookings, and <2-
second connections. Clipboard redirection aided practical
tasks, aligning with collaborative trends in virtual labs
[14, 15].

Performance Analysis

Bandwidth for text/coding via RDP averaged 100-150
Kbps, fitting 3G/4G networks and exceeding VNC's 300-
500 Kbps due to graphics primitives over pixel
transmission [20]. Video at 480p spiked to 2.5-4 Mbps
(RDP) and >5 Mbps (VNC), causing lag from
compression—common in web gateways but limiting
multimedia in education [22]. Latency of 30-80 ms
supported inputs without delays, below 150 ms
benchmarks for responsive remoting [22]. These metrics
confirm viability for IT practices like programming,
matching low-bandwidth needs in unequal settings [2, 5].

Table 4 highlights efficiencies for core activities,
underscoring RDP's edge in Vietnam's variable internet

[6].
Usability Assessment

SUS mean of 76.5 rated "Good" (B-grade), surpassing
the 68 benchmark for industrial systems [23]. This reflects
clientless design's barrier reduction, with feedback
praising anytime access sans VPN complexity—key for
equity [1] Shortcuts blocked by browsers and video
choppiness echo QoE challenges in virtual education,
where qualitative issues like motivation affect adoption
[15,24].

Objective Alignment

24/7 access succeeded via HTMLS, automation
streamlined provisioning, equity via time limits, and
performance held for learning tasks—acceptable despite
media limits [12]. This positions the model as a low-cost
reference for developing regions, advancing SDG 4 amid
Vietnam's digital gaps [5].

6. LIMITATIONS AND FUTURE WORK
6.1. Limitations

Remote lab implementations encounter several
constraints that affect their broader application. Network
dependency stands out as a primary issue: user experience
hinges on internet stability, which can falter in rural or
low-bandwidth areas of Vietnam, leading to inconsistent
access and potential dropouts during sessions [2, 5]. This
aligns with findings from recent reviews, where
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inadequate infrastructure limits participation and
exacerbates digital divides, with only 90% of schools
connected but device access uneven [11].

Multimedia handling presents another limitation.
Protocols like RDP and VNC, when channeled through
web gateways, struggle with video streaming or 3D
graphics, resulting in lag during tasks such as watching
instructional videos (bandwidth >5 Mbps for VNC at
480p). This restricts the system to non-intensive courses,
as compression overheads degrade performance without
dedicated acceleration [20, 21]. Student feedback echoed
this, noting choppy video and browser-blocked shortcuts
(e.g., Alt+Tab), issues common in virtual environments
where foundational hardware knowledge gaps amplify
usability problems [14, 15].

Additionally, the absence of a queuing mechanism
leads to "out of machines" notifications during peak times,
without automated waitlists or notifications for
availability. This overlooks collaborative demands, where
over half of remote labs lack coordination tools,
potentially reducing engagement in group-based learning
[12, 31]. Privacy and security in cloud-based setups also
warrant caution, as data storage raises concerns in shared
educational platforms [14, 19].

Furthermore, while the pilot with 30 students is
sufficient for identifying preliminary UI/UX issues via the
SUS survey, this sample size lacks the broad statistical
power required for a comprehensive impact analysis.
Future deployments will involve larger cohorts across
multiple semesters to ensure statistical significance.

6.2. Future Directions

To address these gaps, several enhancements are
proposed. First, implement smart queuing with
WebSocket for real-time waitlists, automatically notifying
users of freed machines and holding spots—improving
scalability in high-demand scenarios [14, 19].

Second, integrate Al analytics to process log data for
optimizing schedules, suggesting off-peak slots, and
detecting anomalies like unusual behaviors. This builds on
recent Al trends in higher education, where data-directed
tools personalize learning and automate administrative
tasks [10].

Third, optimize protocols hardware
acceleration or advanced codecs like H.264 in RDP,
reducing latency for multimedia and enabling 3D/graphic
applications. This could extend the system's scope to
fields like engineering simulations, aligning with hybrid

lab advancements [12, 15, 22].

through

Fourth, expand mobile support with touch input
abstractions, refining controls for tablets and ensuring
responsive interfaces. This taps into growing mobile

learning integration, enhancing accessibility in resource-
limited settings [4].

These directions position the system for wider adoption,
contributing to Vietnam's digital transformation by
fostering equitable, flexible education [16].

Finally, to address the critical security risk of students
installing malware or deleting system files during their
practice, future versions will integrate Hypervisor APIs
(e.g., Proxmox or VMware API). When a session expires
or is revoked, the system will automatically trigger a
'Revert to Snapshot' command, ensuring a clean, malware-
free environment for the next user."
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